nginx

How to rate limiting nginx with X-Forwarded-For header?
If you run nginx behind a load balancer, the external IP of the client will not reach your nginx
daemon anymore, so instead of $binary_remote_addr you have to use $http_x_forwarded_for in your

rate limit statement.
Also make sure your load balancer provides this variable!

limit _req zone $http x forwarded for zone=zone:10m rate=1lr/s;

Unique solution ID: #1147
Author: n/a
Last update: 2013-07-31 17:57

Pagel/1
© 2026 Daniel Urstoger <daniel@gosi.at> | 24-01-2026 10:21
URL: https://kb.gosi.at/content/45/144/en/how-to-rate-limiting-nginx-with-x_forwarded_for-header.html


http://www.tcpdf.org
https://kb.gosi.at/content/45/144/en/how-to-rate-limiting-nginx-with-x_forwarded_for-header.html

